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Closed risks

Identifier | Risk description Reason for closure Date closed Closed by
. : Risk reduced to acceptable level; to be
Breach of FHQ security through unattended main gate : L .
INF 030 resulting in harm to individuals or damage to property monitored through security incident reporting August 2014 FIAB
procedure
INE 020 Loss of access _to |nf_ormat|or_1 if Mansfield servers _R|sk reduced to acceptable I_evel thro_ugh August 2014 FIAB
overheat following air-con failure installation of replacement air-con units
INE 017 Unauthorised access to Force mform_a_ltlon by an officer, Risk to be assessed by individual information November 2014 | FIAB
member of staff or volunteer (probability unknown) asset
INE 010 Unauthc_)r_lsed third party access to Force information Risk to be assessed by individual information November 2014 | EIAB
(probability unknown) asset
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Appendix — explanatory note
The risk category should be drawn from the following list:

Crime & community safety
Operational efficiency & effectiveness
Judicial process

Finances

Reputation

Life & safety

Compliance

Environment

The following definitions and criteria have been used to describe and assess the risks recorded in this risk register:

Probability Score Definition

Very high 5 Extremely likely to occur (>90% chance)

High 4 More likely to occur than not (66-90% chance)
Medium 3 As likely to occur as not (36-65% chance); or unknown
Low 2 Unlikely to occur (11-35% chance)

Very low 1 Extremely unlikely to occur (1-10% chance)
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Impact Score Definition

Very high 5 Significant, lasting or permanent impact on objectives

High 4 Significant, temporary or noticeable, lasting impact on objectives

Medium 3 Noticeable, temporary or minor, lasting impact on objectives; or
unknown

Low 2 Minor, temporary or minimal, lasting impact on objectives

Very low 1 Minimal, temporary impact on objectives

When assessing financial impact the following criteria have been used:

Impact Score Definition

Very high 5 £x,000,000s (millions)

High 4 £x00,000s (hundreds of thousands)
Medium 3 £x0,000s (tens of thousands)

Low 2 £x,000s (thousands)

Very low 1 £x00s (hundreds)
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Probability is multiplied by Impact to give the overall Rating, which is colour coded, dependent upon whether the risk represents a
threat (negative impact) or opportunity (positive impact) using the matrices below:

Impact
Impact

)

@) )

Probability

Probability

Threat scoring matrix
Opportunity scoring matrix

Confidence rating

The Confidence rating that is applied to each risk represents an evaluation of the source information used to assess the risk, as
follows:

Substantial — risk scoring is based on a significant amount of reliable data and / or intelligence

Reasonable — risk scoring is based on some data and / or intelligence, but there are gaps or issues with reliability
Limited — risk scoring is based on professional judgement alone
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